INTERNATIONAL

LABS
4 NETWORK
| INDUSTRIE 4.0

MANUFACTURING-X

EU Regulations and Manufacturing-X

Dr. Dominik Rohrmus, LNI 4.0 and Siemens

EU Regulations:
Digital Product Passport
EU Data Act
Cyber Resilience Act



In June 2024, there were in total 116 EU laws for the digital sector

EU Regulation Overview
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Table 1: Overview of EU Legislations in the Digital Sector
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1. What is the Digital Product Passport?

« DPP is an integral part of Ecodesign for Sustainable Products Regulation; it <~
shares:
* The adoption timeline
» The (future) work programme for priority products
* The entry into force timeline for product requirements (except for batteries)

* A (growing) number of other EU policies will rely on DPP (or elements of it) to
make product-related information digitally available :

« Batteries Regulation « Construction Products
« Toys regulation Regulation
- Detergents regulation  Critical Raw Materials Act

- European
Commission

ESPR Webinar, 22.05.24



DPP

Digital Product Passport

Timeline

Entry into force of ublication of Work Plan
the ESPR 2025 -2028

Product-specific Reg.
will follow from 2026
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) DPP for awiderange
DPP for batteries I of products

DPP Textiles,
Iron & Steel

Standardization (CEN/CENELEC)

Delegated acts on product groups >




DPP4.0

Digital Product Passport 4.0 Digital Nameplate 4.0 Asset Administration Shell

(according IEC61406-1) (according IEC63278)
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DPP Example

Battery Passport
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Headlines

EU Data Act

Access to user-generated loT data (B2B and B2C) or transfer to third parties

General terms and conditions & unfairness test for data sharing contracts

Non-personal data for the public sector (B2G) for “exceptional needs”

Simplified switching between cloud service providers

Protection regulations for the international transfer of non-personal data

Technical standards and interoperability for data and cloud service providers

=
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Importance and timeline

EU Data Act

Affecting industry (B2B and B2C)
* Manufacturers and providers of connected products and related services are affected [Art. 4]

« By default, products and related services must be designed and manufactured in such a way that the data generated by their
use is made directly accessible to the user in a simple and secure manner [Art. 3].

Entry into . .
Entry into force application General Appllcatlon

Design Ch. 4 applies
Obligations for loT to contracts

Transition Period 20 months
bef. 09 25

Data Act Explained Draft MCTs & Data Act Nat. Reasonnable Com-
Fact Page SCCs Implementing Laws pensation Guidance

Data Act Standard.Reque

st DA Art. 33 Adoption MCTs




Timeline and key information

Cyber Resilience Act

Implementing act on _ o N
Enter into force important & critical product Reporting obligations End of Transmon
categories (Art. 14) period

L \ V- V- \ \
Cybersecurity requirements for products

Cybersecurity risk assessment and consideration of the result during the entire life cycle

Adoption in the EP

Protection requirements (implementation of authentication, identity or access management systems)

Data protection requirements (confidentiality, integrity & “minimization”)

Design specifications (minimization of attack surfaces, opt-out mechanism)

Action and reporting requirements (reporting obligations, vulnerability management, security updates)

Cyber security throughout the entire supply chain, as well as integrated remote data processing solutions and, in some cases, cloud solutions (incl. SBOM)

Affected products

All products made available on the market with digital elements (hardware & software) whose intended purpose or reasonably foreseeable use
involves a direct or indirect logical or physical data connection to a device or network.

Categorization into basic category, important products (I&ll), and critical products

Not in scope: Identical spare parts with the same specifications, vehicles or their systems & components, aircraft or components & equipment,
equipment of EU ships, products for national security & defense purposes, medical devices & in-vitro diagnostics

Commission can make changes to Annex Il & IV (important & critical products) by delegated act




Timeline and key information

N ISZO Entry into

force/Implementation
deadline & implementing
Adoption of the act for the concretization Qbligation or specification
NIS 2 Directive 1. RefE 2. RefE of Art. 21 (5) + 23 (11) of evidence

o \/ - - - - Y; \/

Cybersecurity requirements for organizations

Cyber security concept following risk analysis (backup management, supply chain security, business continuity management)

Vulnerability management and security measures for the acquisition, development and maintenance of IT systems, components and processes
Cryptography & encryption, access control and management of systems, multi-factor authentication

Awareness, training & cyber hygiene measures

Reporting, registration, verification and information obligations

Affected Potential conformity assessment procedures

o : : - Future designation of ICT products, services or
Important facilities Type of Particularly important Operators of critical processes that require cyber security certification in

establishment in Annex | & facilities Type of systems Critical system = accordance with the Cyber Security Act by statutory order
Il establishment in Annex | systems whose failure or by the BMI

at least 50 employees, or atleast 250 employees, or impairment would result in Obligation for operators of critical systems to apply for the
annual turnover over € 10 annual turnover over € 50 significant supply use of critical components Obligation to issue a guarantee
million & annual balance million & annual balance bottlenecks or threats to declaration for manufacturers of critical components
sheet total over € 10 million sheet total over € 43 million public safety Is defined in Voluntary declaration of conformity with technical

more detail by RVO guidelines or IT security mark of the BSI
pursuant to NIS2UmsuCG §

58 (4).




Manufacturing-X

How Industrial Data Ecosystems work

e <<

ALIGN OBJECTIVES & VISION | AGREE DEVELOP OSS COMPONENTS WITHIN THE SECURE AND TRUSTED OPERATION SME SUPPORT ACTIVITIES | CONSULT &
GOVERNANCE & RULES | DESIGN COMMUNITY TO SUPPORT USE CASES | OF ENABLING AND VALUE-CREATING TRAIN | PROVIDE TEST &
CONCEPTS, PRINCIPLES & ROAD MAPS INTEGRATE TECHNICAL BUILDING BLOCKS SERVICES IN A DISTRIBUTED MODEL TEST SUPPORT | USE CASE ROLL OUT




Motivation & Big Picture

International Manufacturing-X (IM-X): Make Data Work

IM-X will implement a federated, decentralized and collaborative data ecosystem for smart manufacturing.
Open, global and cross-industry, following FAIR Data Principles.

Reorganize and increase flexibility and

| ooo) ' ' autonomy of industrial value chains and Resilience
' | networks.

_ International Increase efficiency and enable data-driven
Manufacturing-X : solutions for GHG/CO2 balancing and circular Sustainability

Smart & Connected Industries A economy.

Accelerate digital innovations and enable new

data-driven business models to create new Com petitiven ess

value for manufacturing

nnnnnnnnnnnnnnn
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Why

Challenges and Opportunities for Global Manufacturing Industries

4 N

Deployment needs customization across
an infrastructure continuum from
cloud to edge, depending on the
applications.

o J

o170

AL

4 )

Information sharing and data-driven
collaboration among manufacturing
initiatives across the supply network
are becoming more relevant for impactful

manufacturing data networks.

4 N

Harmonized standards facilitate
business scale-up of data ecosystems,
which are becoming essential.

o J

No country, no initiative, no company can achieve this on its own!
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Motivation & Big Picture
Landscape of Initiatives in the Context of global manufacturing

Manufacturing-X is international. Our intention is to trigger international R&D, partnerships, cooperation,
standardization and deployment with and for customers globally.

Global Manufacturing Initiatives

Global smart manufacturing initiatives are building the
foundation for the requirements and needs of infrastructure
initiatives, and working together to shape standards.

Manufacturing initiatives
Plattform Industrie 4.0, CESMII,
Industry Associations, RRI, ...

Orchestrate and
cooperate

Standards are essential for scaling-up. Cooperation
and influence are essential for IM-X. Regulations are a given.
Lobbying is needed.

Standards and regulations
OPC UA, AAS, ECLASS, ...
PCF reports, Battery Passport, ...

Define and lobby

®® 14
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Who?
Initiatives Involved in Establishing the IMX Council
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What has happened so far:
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Contact

Labs Network Industrie 4.0 e.V.

Website: www.|ni40.de

LinkedIN:
https://www.linkedin.com/company/labs-
network-industrie-4-0-e-v
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Anja Simon

CEO Labs Network Industrie 4.0 e V.
Phone: +49 174 3097300

Email: anja.simon@siemens.com
LinkedIN: https://www.linkedin.com/in/anja--simon/

Dr. Dominik Rohrmus

CTO Labs Network Industrie 4.0 e V.
Phone: +49 173 2509101

Email: Dominik.Rohrmus@siemens.com
LinkedIN: linkedin.com/in/dominik-rohrmus-68b958250

www.Ini40.de
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