Software, a real game changer for 24/7 operation

Life hacks for your automation tasks

International Summit on Electrical Automation 2021
Roland Wagner, Head of Product Marketing
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Failure safety

Fail-safe?

£

Source: stern.de / planespottermanicisss
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Failure safety

Remember:

* Murphy‘s Law:
“Anything that can go wrong will go wrong.”

= One thing is certain: failures are unavoidable!
=» In reality, there is no such thing as failure safety.

= Crucial: Minimize risks!
= Learn from the pros!
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Failure safety

How to minimize your risks

= Know your ,players“ and their statuses
= |n use for how long?
= Signs of wear detectable?

» Keep adequate replacements at hand
= How big is the FC Bayern Munich squad this season?
= How many aircraft does Lufthansa have?

= Provide redundancies
= Cost/risk in case of failure? Per hour/day? ...
= Number of parallel FCS in one aircraft?
= Number of parallel control systems in a nuclear power plant?
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... I1s crucial

= Always be up to date what is going on! But how?
= Centralize information!
= Use a Server!
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In control and automation technology

= Monitoring of the "players" via digital twin
= Example: CODESYS Automation Server
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Jd CODESYS Automation Server en - I @ PMar v

= PLCs / List View
-~
uns = Q Search x
Topology Views
Name T Version Status Device Sync Tags Actions |:|
Vendor Berghof Automation GmbH —
BGH-IMX6_PMar 1.223.0
Network Scan = Name DC2004W QTS 0.85 1131 ¢ Tags = a
Vendor 35S - Smart Software Solutions GmbH —
CODESYS CubePLC_RaSPS_1 3.5.15.10
Lo S e e Name CODESYS Control for Raspberry Pi MC SL Q Tags E: Ej a . I:I
Vendor 35S - Smart Software Solutions GmbH —
CODESYS CubePLC_RaSPS. 3.5.15.10
e - = Name CODESYS Control for Raspberry Pi MC SL Q Tags E: =1 a u O
=z Applications v
Vendor 3S - Smart Software Solutions GmbH —
emPC_RPI_CAS_Demo 3.5.15.10 N
oL Name CODESYS Control for Raspberry Pi SL b Tags = O
icenses v
Vendor 35S - Smart Software Solutions GmbH —
10T2000_Live 3.5.15.30 ) Tags...
B Template v Name CODESYS Control for I0T2000 SL W = =1 - O
Vendor 35 - Smart Software Solutions GmbH
4 PFC100-4566D3_CAS 3.5.15.20 “ Tags... u
Tickets v Name CODESYS Control for PFC100 SL S ags BB a n O
Vendor 35S - Smart Software Solutions GmbH
pixtend_um 3.5.15.10 9 Tags... [ ]
Name CODESYS Control for Raspberry Pi SL s ags E: =1 a u O
. Vendor 35S - Smart Software Solutions GmbH —
Raspi_Touch_PMar 3.5.15.10
2 h Name CODESYS Control for Raspberry Pi MC SL Q Tags E: =1 ﬁ u O
Vendor 35S - Smart Software Solutions GmbH
RevPi 3.5.15.10 ; A Tags... [ ]
Name CODESYS Control for Raspberry Pi SL S 9 E: =1 a . O
Vendor 35S - Smart Software Solutions GmbH —
UniPi 3.5.15.10 i ) Tags...
Name CODESYS Control for Raspberry Pi MC SL W 9 E] =1 a u O
Vendor 35 - Smart Software Solutions GmbH
Wago_TP600 3.5.16.10 i A Tags... ]
age Name CODESYS Control for Raspberry Pi SL S ags E: =1 ﬂ . O
ltems per page 25 - 1-110f11 1€ € > 30

?
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Detailed information

Application
Parameters
Visualization

Project/
Online debugging

< CODESYS Automation Server

= PLCs / List View

Topology Views

Network Scan

Gateways H H

Applications

O

@» Debug mode
Licenses

New tag

Template
links € DemoCube &3

Tickets

£ W

CODESYS
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General

BGH-IMX6_

PLC Information

Device name
Serial number
Project
[object Object]
Gateways

Preparation

State Information configuration Analyzer Projects

PMar »

BGH-IMX6_PMar
CAS-54CA1EBD-E41A-4F96-950B-68187C0CECT7
PanelPLCdc2004

Established

DemonstratorGateway

Device Identification

Name
Vendor
Device type

DC2004W Q TS 0.85 1131
Berghof Automation GmbH
Softmotion3s

Firmware version 1.22.3.0

Runtime version
Target ID

Replace PLC

3.5.14.40
274268162
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Monitoring via web browser

= Target device irrelevant (PC, tablet, smartphone)
= Device location irrelevant

= More information optional
= QOperating time vs. max. operating time (according to manufacturer's specification)
= Number of switching cycles vs. maximum number (according to manufacturer's specification)
= Actual behavior vs. normal behavior (taught-in data)

= Secured access
= Encapsulation from local network via edge gateway
= End-to-end encrypted communication via TLS based on X.509 certificates
= User accounts with different roles
= Additional fine-granular object rights
= Two-factor authentication
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Is this really secure?

The latest security certificate was issued on 10 September 2021 by TG Alpha @
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https://www.codesys.com/news-events/news/article/new-security-certificate-for-codesys-automation-server.html

Failure

Can be avoided. How?

= Timely updates in maintenance windows

= Preventive device replacement: upper limits (soon) reached
= Detection of signs of wear (anomalous behavior)

Source: sportnews.bz
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Replacement

Hardware is essential ...

... because it is hardware that fails.

=» Store replacement device / order in good time
= Change on site by available electrician
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Replacement

When changing hardware: Where to get the right software?

* |tis the software that determines the operation
of the device!

= Helpful:
= Backups of application/ current parameters
Structured archiving
Central access
Installation without toolchain (installation/ licenses etc.)
Unique connection to the used device

= How to implement?

Source: sportnews.bz

= Server!
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< CODESYS Automation Server

= Applications / CODESYS Projects

3t PLCs v
Project
~ > | 1 | MultDataSources 11/19/2020, 2:19:43 PM | m.decker
Project
» EncryptedProject 11/18/2020, 8:27:41 PM | m.decker
o Licenses v
Project
>  worker_reduced_SAN 11/17/2020, 11:25:24 AM | rwagner
M Template v B
Tickets v

Project

> RobotFactory 10/13/2020, 9:43:24 AM | PMar

Project

> PanelPLCdc2004 8/31/2020, 2:18:58 PM | PMar

Project
» PanelVisu 5/7/2020, 3:35:37 PM

Project
» PFC100_Demonstrator 2/12/2020, 9:39:08 AM

Project
» RevPi 1/27/2020, 2:55:19 PM

Project
» Chromatic 1/27,/2020, 12:05:53 PM
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Replacement

Commit

Removed b (BOOL) v

[] Hide commits without applications

Commit

Initial upload v

[] Hide commits without applications

Commit

IrSpeed geéndert v

[] Hide commits without applications

Commit

Minor Update v

[] Hide commits without applications

Commit

1st commit v

[] Hide commits without applications

Commit

Background cool v

[] Hide commits without applications

Commit
Initial upload -

[] Hide commits without applications

Commit
Initial upload. -

[] Hide commits without applications

Commit
Initial upload (LEDs colored) v

[] Hide commits without applications

Fammit

2% 4 &
2% a4 &
% & §
2% a4 &
% & §
Z® & &

CODESYS

CODESYS

Z® g

CODESYS

CODESYS
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Replacement

Just in case: Quick replacement

<& CODESYS Automation Server

= PLCs/ List View

General State Information Configuration Analyzer Projects

Topology Views

BGH-IMX6_PMar
Network Scan
PLC Information
Gateways Device name BGH-IMX6_PMar
Serial number CAS-54CA1EBD-EA1A-4F96-950B-68187COCECT7
0 Project PanelPLCdc2004
[object Object]  Established

Applications Gateways DemonstratorGateway

J» Debug mode
. g Device Identification

Name DC2004WQ TS 0.85 1131

Vendor Berghof Automation GmbH
links € DemoCube € Device type Softmotion3s

Firmware version 1.22.3.0

Runtime version 3.5.14.40

Target ID 274268162

Licenses

Template

Tickets

&
I < I = |

Replace PLC
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Replacement

Roll-out by service technicians on site

n Required: 3 CODESYS Automation Server
= |nternet access
= Browser .
= E-Mail with ticket ID Lo ntomaton

Name emPC_RPI_CAS_Demo
Serial number  000000007850e88a

= e.g. PC, tablet, smartphone

Tickets Name CODESYS Control for Raspberry Pi SL
Vendor CODESYS Group
Device type Softmotion3S
Firmware version  3.5.15.10
Runtime version 3.5.15.10
Target ID 16

PLCs

Create Ticket: Replace PLC

iii  Applications

Ticket Information

Title:
Replace the PLC 'emPC_RPI_

Description: Description
Geréat auswechseln,
Seriennummer des neuen
Gerats eingeben und
bestéatigen

Service technician:

Create Ticket
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Replacement

Roll-out via web interface

CODESYS Automation Server

PLCs

Applications General Deployment Parameters

Licenses

Filter by tag
Template Q

Commit

Tickets Initial upload (LEDs col.. ~ o Q_ Installed PLC X Q, Deployed Commit [J peploy (0) [J] Remove (0)

1/27/2020, 12:05:53 PM Initial upload (LEDs colored)

CODESYS CubePLC_RaSPS 1  Frontseite DemoCube 1/27/2020, 12:05:53 PM

[ Delete Application Initial upload (LEDs colored)

CODESYS CubePLC_RaSPS 2  Frontseite DemoCube 1/27/2020, 12:05:53 PM

Raspi_Touch_PMar = Frontseite DemoCube

UniPi rechts DemoCube

ltems per page 25 - 1-40f4 1€ < > 2l
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Replacement

Readjustment

Direct intervention:
= Viaweb visualization
* Via remote debugging/ update

& CODESYS Automation Server

= PLCs/ List View

General State Information Configuration Analyzer Projects
Topology Views

BGH-IMX6_PMar »

Network Scan

PLC Information
Gateways Device name BGH-IMX6_PMar

Serial number CAS-54CA1EBD-E41A-4F96-950B-68187COCECT7
Project PanelPLCdc2004

[object Object]  Established

Gateways DemonstratorGateway

Applications

@ Debug mode

° Licenses Device Identification

New tag Name DC2004W Q TS 0.85 1131
B8 Template v . Vendor Berghof Automation GmbH
links € DemoCube € Device type Softmotion3s
Tickets Firmware version  1.22.3.0
Runtime version 3.5.14.40
Target ID 274268162

CODESYS

< [x I =
Replace FLC
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Source: spiegel.de / Martin Meissner/ AP
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Redundancy

The same "player" active multiple times

= In soccer = forbidden /impossible
= |n other industries: ® uneconomical /impossible
= |[n automation: = no problem

Source: © Colourbox / bearbeitet
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Redundant PLCs: Principle

Programming

|

Redundancy

HMI/SCADA

active PLC

Redundancy
interconnection

- L

I standby PLC

I/0 system

Profibus or
EtherCAT
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Redundancy

Redundant PLCs: Configuration

® Redundancy.project” - CODESYS — X
File Edit View Project Build Online Debug Tools Window Help YZ

@@u E|lv o f BR R LR e B 'Dﬂ‘ Application [Device: PLC Logic] '% ?f y m N |[= vz 2= 8| » 7 =

Devices * 3 X @ Redundancy Configuration X m Device ] -
=) Redundancy hd SetPathPLC 1., | SetPathPLC 2. SwapPLCPaths | «r [~
=/ ] Device (CODESYS Control Win v3) Redundancy State
=B pLC Logic R——
ications
= o Application 7
m Library Manager Files
PLC_PRG (PRG) 2
@ Redundancy Configuration Log
= @ Task Configuration
=8 MainTask (IEC-Tasks) PLC Shell ‘ ‘
@ PLC_PRG Activate Activate
Redundancy Settings
! ! Svdove
Registered Areas
Synchronize Synchronize
. .
Smulation @ P
PLC1: PLCZ2:
Redundancy state: Active Redundancy state: Passive
Gateway: Gateway:
Gateway Name: Gateway Name:
Gateway-1 Gateway-1
IP-Addrass: IP-Addrass:
localhost localhost
Port: Port:
1217 1217
Device: Device:
Device Name: Device Name:
WAGNERRNB WAGNERRNB
Device address: Device address:
03CB 0B8CB
Target ID: Target ID:
0000 0001 0000 0001
Targettype: Targettype:
9 9
Target version: Target version:
3.5.17.10 3.5.17.10
=& Devices . POUs |é Linux ARM&4
[E Messages - Total 0 error(s), 0 warning(s), 6 message(s)|
& Lastbuid: € 0 0  Precompie o q Project user: (nobody) %)
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Redundancy

Redundant controllers: Bootup, synchronizing, executing

bootup

Timeout

standalone bootup IEC task
execution synchro message

E te first IEC
Bootup message send bootup | ta’;i"é’yge”s
send / message (unsynchronized)

bootup \. active, send
response Bootup response synchro synchro m’

Standalone,
waiting for synchro Synchro

resonse
Send Bootproject
Standalone,
waiting for synchro Synchro
Active Standby
StartCycle message (with timer
IEC task tick)
execution Adjust I[EC task
____________________________ start time
Timeout: |77
standalone StartCycleReply message IEC task
execution

EndCycle message

> Timeout:
Timeout: E standalone

ndCycleReply message
standalone
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Conclusion

Failure safety

= Enhance = Yes
= Guarantee = Hardly
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Risk of failure

Minimize!

How to:

Always be up to date about what is going on!
Observation of the current situation

Preparation for or pro-active replacement of players
Server-based administration of the application
Easy monitoring / remote readjustment

Conclusion
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Conclusion

Intelligent software: CODESYS

= Provides overview

= Supports management and preparation
= Supports fast and smooth replacement
= Enables true redundancy

= Minimizes risk

Source: esmuellert.de

=» Software is the game changer!
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Thank you for your attention.

CODESYS®is a registéred trademark. Technical specifications are subject'to change.
Errors.and omissions excepted. No reproduction or distribution, in' whale or in part, without prior permission.
Note: Not all CODESYS features are available in all territories. For more information on geographic restrictions, please contact sales@codesys.com.
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