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Fail-safe?

Failure safety

Source: www.lokalplus.nrw

Source: stern.de / planespottermania

Source: eurosport.de / Fotocredit: Imago



 Murphy‘s Law:
“Anything that can go wrong will go wrong.”

 One thing is certain: failures are unavoidable!
 In reality, there is no such thing as failure safety.

 Crucial: Minimize risks!

 Learn from the pros!

Remember:

Failure safety



 Know your „players“ and their statuses

 In use for how long?

 Signs of wear detectable?

 Keep adequate replacements at hand

 How big is the FC Bayern Munich squad this season?

 How many aircraft does Lufthansa have?

 Provide redundancies

 Cost / risk in case of failure? Per hour / day? …

 Number of parallel FCS in one aircraft?

 Number of parallel control systems in a nuclear power plant?

How to minimize your risks

Failure safety
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 Always be up to date what is going on! But how?

 Centralize information!

 Use a Server!

… is crucial

Preparation



 Monitoring of the "players" via digital twin

 Example: CODESYS Automation Server

In control and automation technology

Preparation





Detailed information

Preparation

 Application

 Parameters

 Visualization

 Project /
Online debugging



 Target device irrelevant (PC, tablet, smartphone)

 Device location irrelevant

 More information optional

 Operating time vs. max. operating time (according to manufacturer's specification)

 Number of switching cycles vs. maximum number (according to manufacturer's specification)

 Actual behavior vs. normal behavior (taught-in data)

 Secured access

 Encapsulation from local network via edge gateway

 End-to-end encrypted communication via TLS based on X.509 certificates

 User accounts with different roles

 Additional fine-granular object rights

 Two-factor authentication

Monitoring via web browser

Preparation



Is this really secure?

Preparation

YES!

The latest security certificate was issued on 10 September 2021 by TG Alpha 

https://www.codesys.com/news-events/news/article/new-security-certificate-for-codesys-automation-server.html


Can be avoided. How?

 Timely updates in maintenance windows

 Preventive device replacement: upper limits (soon) reached

 Detection of signs of wear (anomalous behavior)

Failure

Preparation

Source: sportnews.bz
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… because it is hardware that fails.

 Store replacement device / order in good time

 Change on site by available electrician

Hardware is essential …

Replacement



 It is the software that determines the operation
of the device! 

 Helpful:

 Backups of application / current parameters

 Structured archiving

 Central access

 Installation without toolchain (installation / licenses etc.)

 Unique connection to the used device

 How to implement?

 Server!

When changing hardware: Where to get the right software?

Replacement

Source: sportnews.bz



Replacement



Just in case: Quick replacement

Replacement



Roll-out by service technicians on site

Replacement

 Required:

 Internet access

 Browser

 E-Mail with ticket ID

 e.g. PC, tablet, smartphone



Roll-out via web interface

Replacement



Readjustment

Replacement

Direct intervention:

 Via web visualization

 Via remote debugging / update

Source: spiegel.de / Martin Meissner/ AP 
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The same "player" active multiple times

Redundancy

Source: dpa-infocom GmbH / bearbeitet

 In soccer  forbidden / impossible

 In other industries:  uneconomical / impossible

 In automation:  no problem

Source: © Colourbox / bearbeitet



Redundant PLCs: Principle

Redundancy



Redundant PLCs: Configuration

Redundancy



Redundant controllers: Bootup, synchronizing, executing

Redundancy
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 Enhance  Yes

 Guarantee  Hardly

Failure safety

Conclusion



 Minimize!

 How to:

 Always be up to date about what is going on!

 Observation of the current situation

 Preparation for or pro-active replacement of players

 Server-based administration of the application

 Easy monitoring / remote readjustment

Risk of failure

Conclusion



 Provides overview

 Supports management and preparation

 Supports fast and smooth replacement

 Enables true redundancy

 Minimizes risk

 Software is the game changer!

Intelligent software: CODESYS

Conclusion

Source: esmuellert.de



Thank you for your attention.

CODESYS® is a registered trademark. Technical specifications are subject to change.

Errors and omissions excepted. No reproduction or distribution, in whole or in part, without prior permission. 

Note: Not all CODESYS features are available in all territories. For more information on geographic restrictions, please contact sales@codesys.com.


