Cyberangriffe auf

Industrieanlagen
Panikmache oder Realitat?

) Udo Schneider
g: @udo_schneider
L) loT Security Evangelist Europe
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IT: Security ist unterbewertet!
»Die haben doch keine Ahnung von Sicherheit!*

Immer dies Ausrede ,Verngbarkelt

»Nicht mal die Basics werden

R gemacht!“
p? Geht ja gar nicht:

Windows X

” Angr
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Produktion: Security ist GUberbewertet!

IID. -
le haben doch keine Ahnung von Sicherheit1“

' ie denn?”
nin der produktion? Spinnen die d
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DON'T PANIC!
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¢ (1)loT Dreieck
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¢ (1)loT Dreieck — Verwundbarkeiten
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Trend of ICS CERT Advisories

193
Easily exploited 174
vulnerability
+5% 137
103
85
6
/i
2010 2011 2012 2013 2014 2015 2016 2017 2018

Source: (1)loT-CERT https://ics-cert.us-cert.gov/
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¢ (1)loT Dreieck — Opferbasis
* shodan.io, Censys,

ZoomkEye ...
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Engineering: +1 (423) 235-8388, 100 Cherokee Blvd, Chattanooga, TN 37405, USA.

Offices: +1 (213) 338-1513, 525 S Hewitt St, Los Angeles, CA 90013, USA
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MIKE WILSON, PHD

Mike is an exceptional maker. His

doctarate in Applied Mathematics

X

EMILY CL

Emily is a very cl
and passionate 3
She created the
thatrunsonall ¢
printers, which a

unprecedented ¢

compliant,
compared to rea
Having learned CAD at college, she Jans has a master in Electronic
takes care of putting all our sketches Engineering, and worked for several

into digital twins.

STEVEN MURPHY,
PHD

Steven has a doctorate degree in
Aviation Safety and started his
career at one of the largest aircraft
manufacturers in Europe, where he
was responsible for implementing
safety requirements for automated

emergency landing procedures.

Steven knows all about international
safety standards, and helps
everyone ensure that the moving

parts of our |arger prototypes are

firms in the oil, mining, and

manufacturing sectors.

Fake faces generated from https://thispersondoesnotexist.com/
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“Echte” Hardware — SPS, HMI, Digital Twin ...
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Zu gut fur einen Honeypot?

Friday, August 16, 2019 at 3:26:00 PM Eastern Daylight Time
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Subject: The most elaborate honeypot.

‘Date:
From:
To:
cC:

Hey everyone!

Friday, August 16, 2019 at 3:21:06 PM Eastern Daylight Time

Dan Tentler

stephen Hilt (RD-US), INNEREEE
|

@ DdzaAnFEeRmtEer
@Viss
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Follow

I wanted to get everyone on the same thread || have you ever Iearned a thlng, Where .the
immediate outcome of that thing has been "i

- -cown efforts to track down thi

need rum. like right now"?
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-Dan
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Was ist passiert?

Phone Fraud Logoff 2 Nokia Switch VNC
Aug 03 2019 Aug 19 2019 Sep 132019 | Sep 222019 Oct 16th 2019 Nov 10 2019 Dec 5 2019
Phone Fraud RDP Net Command Logoff 1 Gift Card Network Scan Reset VMs RECON 3 Factory Start
May 6th 2019 Jul 29th 2019 | Aug 01 2019 Aug 13 2019 Aug 29 2019 Sep 18 2019 Sep 30 2019 Oct 15th 2019 Oct 22 2019 Nov 14 2019 Dec 13 2019
July 24th 2019 Aug 022019 | Aug 14 2019 Sep 02 2019 Sep 192019 Oct 01 2019 Oct 21 2019 Nov 12 2019 Dec 10 2019
Fixed Malware Viss Financial Python Not So Adv Ransomware2 Renameware Factory Start
July 30th 2019 Aug 11 2019 Aug 25 2019 Sep 16 2019 Oct 15th 2019 Nov 01 2019 MNov 24 2019
Reinfected RECON 2 Shutdown Miner Logoft 3 Good Guy Hacker || Internet Scanner
| AdminEvent |
IT Event

Hybrid Event @
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(1)loT Dreieck — Geschaftsmodel!!!
* ,Historische”Beispiele:

— SPAM

— Ransomware

* |loT spezifische Angriffe?
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Zusammenfassung

e Keine Panikmache!

— ... aber auch nicht unendlich viel Zeit!
e Zusammenarbeit IT/OT

— Nur zusammen schaffen wir es!

* Passende IT Security
— [EC62443
IEC TR 63069
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, Fake Company, Real Threats

Logs From a Smart Factory Honeypot

https://www.trendmicro.com/vinfo/us/security/news/internet-of-things/fake-company-real-threats-logs-from-a-smart-factory-honeypot
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